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1. BBEOEHUE
1.1.06nacTtb NnpuMeHeHus
[aHHbIn  OOKYMEHT npedHasHadyeH Ans  COTPYAHMKA  SKCnyaTupyloLen

opraHusauun, obnagarowero QyHKLMOHaNbHON Ponblo «AQMUHUCTPATOP CUCTEMBI» (Ha
ypoBHe OC), KOTOpPbIN BbINOMHAET PYHKLMM MO YCTAHOBKE N HACTPOMKE NPOrpaMmMHOro
obecneyveHna Cucrtemol (aanee — agMUHUCTPATOP CUCTEMDI).

1.2.MepeyeHb MHCTANNALNOHHLIX (hannoB Cuctemsbl

[MakeT MHCTaNNAUMOHHLIX (hannoB Cuctemsl cogepxut (Tabnuua 1):

. noarotoBreHHble docker obpasbl moaynen Cucrtemsl;
« CKpMNTbl pa3BepTbiBaHMs 6a3bl AAHHbIX;
« KOHQMrypauunoHHble dannbl ansa 3anycka docker obpasos.

Tabnuua 1
Ne Uma danna Ha3HauyeHue
1. | images.zip/client.tar docker obpas moayns KNMEHTCKON YacTu NPUITOXKEHWNS
2. | images.zip/gis-client.tar docker obpas moayns KNMEHTCKON YacTu NPUITOXKEHWS
Ons otTobpaxeHus kapTorpadguieckon nHgopmauum
images.zip/api.tar docker obpas moayns cepBepHON YacTu NPUNOXEHUS
4. | images.zip/loader.tar docker obpa3s moayns akcnopTta 1 uMmnopTa
NPOCTPaHCTBEHHbIX AaHHbIX
5. | images.zip/gisapi.tar docker obpas mogyns cepBepHOn YacTu NPUIOXKEHMNS
6. | images.zip/redis.tar docker obpas cepsuca redis
7. | images.zip/openresty.tar docker obpas Beb cepBepa nginx ¢ moagynem Lua
8. | images.zip/wso2is.tar docker obpas cepBepa ayTeHTUdUKaALUN
9. | images.zip/geoserver.tar docker obpas cepsepa NPOCTPaAHCTBEHHbIX OAHHbLIX
10. | init-schema.zip SQL ckpunTbl co3gaHua mogenu B BI1 npunoxeHun.
11. | init-schema-wso2is.zip SQL ckpunTtbl co3gaHua mogenu B b cepeepa
naeHTnguKaumm
12. | geoserver_data.zip [aHHble n KoHUrypaunoHHsle cannsl reocepsepa
13. | configs.zip Oencreyome KoHUrypaumoHHble dansbl

1.3. Tpe6GoBaHus K NporpamMmMHO-annapaTHOMY KOMIMIEKCY

Ona uwHcTannaumm nporpammHoro obecneveHms Cuctembl Heobxoanmo, 4TOObI

Ha annapaTHOM KoMMekce ObINo yCTaHOBMEHO crneaykouee 06a3oBoe NporpaMmHoe
obecneyeHne TpeTbnUX CTOPOH:

. PELO OC Ver. 7.3 — onepaunoHHasa cuctema CepBepoB MNpuUrioXxeHun n 0as
AaHHbIX.

« PostgreSQL 12.7 (PostgreSQL 11
obGecrneyeHne C OTKPbITbIM

ana WSO2 [IS) — nporpammHoe
UCXOOHbIM  KOOOM, CUCTema ynpaBneHus
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pensiuMoHHbIMM ©a3zamu AaHHbIX, BKIOYask aBTOHOMHbIE CnyxObl. FABnsieTcs
YyacTtbto npuknagHoro MO.

« Nginx 1.18 (odwuumanbHo nopgepxmBaemas PEL OC) — nporpammHoe
obecnevyeHne C OTKPbITbIM UCXOAHBIM KOAOM, UCMONb3yeMoe AN Co3haHus U
ynpaerneHus web cepBepoM, obpabaTbiBaloliMMm 3anpocbl MNOSib30BaTeNemn.
Asnsetca yacTbio npuknagHoro MO.

. Tomcat 9.0.53 — nporpammHoe obecneyeHne C OTKPbITbIM MCXOAHBbIM KOAOM
Ansa 3anycka web npunoxeHun, peanusyeT cneumdukaumio java cepBrieToB.
YcraHaBnuBaeTcs B docker KoHTenHepax. ABnsaeTcsa YacTbio npuknagHoro MMO.

. Docker CE 20.10 — nporpammHoe obecnevyeHne ¢ OTKPbITbIM UCXOAHBIM KOAOM
ANs aBToMaTmM3aumm pasBepTbiBaHUSA U yNpaBneHnsa NpunoXeHnsMn B cpeaax
NoAAEPXKKON KOHTEMHepu3aumn, nnatgopmMa KOHTEeMHepU3auumn npUioXKeHun,
npegocTasnsaoLwas obLLesasbIKOBYO cpealy UCMOMHEHMSA Koaa, pa3paboTaHHbIX
Ha pasnU4YHbIX SA3blkax NporpamMmmuvpoBaHus. [Ona onpegeneHust HacTpoeKk W
3anycka npuroXeHnn B KOHTerHepax ucnosnbdyetca ytunmra Docker Compose,
ABMAOWAACA MHCTPYMEHTOM 13 coctaBa Docker pgns pabotel cC
KOHUrypaumoHHbeiMn  phannamm  dopmata  YAML. HAenserca  4acTbio
npuknagHoro MNO.

« OpendDK 17 (OpendDK 11 gna WSO2 IS n ansa GeoServer) — nporpaMMHoe
obecneyveHne C OTKPbITLIM MCXOOHLIM KOOOM ANS 3anycka koda Ha A3blke Java.
Asnsetca yacTbto npuknagHoro MO. YctaHaBnmnBaeTtcsa B docker KOHTENHEpaX.

« WSO2 IS 5.11 — nporpammHoe obecneyeHne C OTKPbITbIM UCXOAHbIM KOAOM
ANst  UEeHTPanu3oBaHHOrO YyrpaBfieHUs OOCTYyNoM K  pasfnnyHbiM  Beb-
npunoxexHunam, cepsucam n APIL. Ncnonb3yetca ana vHterpauumn ¢ MS Active
Directory. YctaHaBnuBaetca B  docker KOHTeuMHepe, Ha  cepBepe
ayTeHTUunKauuun. Asnsetcs Yyactbto npuknagHoro MO.

+ Redis 6.0 — nporpammHoe obecneyeHne C OTKPbITbIM WMCXOOHbIM KOAOM,
pe3naeHTHaa cuctema ynpaeBneHus 6asamm p[faHHbix knacca NoSQL ¢
OTKPbITbIM MCXOA4HbIM KOAOM, paboTalwas Cco CTPYKTypamu AaHHbIX Tuna
«KIY  — 3HadeHue». Mcnonb3yeTca Ans XpaHEeHUs CECCUOHHBLIX AaHHbIX
nonb3oBaTtenien. YcraHaBnueaeTcad B docker koHTenMHepe, Ha cepBepe
KOHTENHepu3aumn. ABndaeTcsa YacTbio npuknagHoro Mo.

. GDAL 3.4 — nporpammHOoe obecnedyeHne C OTKPbITbIM WUCXOO4HLIM KOAOM,
omnbnuoteka ONA  UTEHMA U 3anNUCU  PacTPOBbIX W BEKTOPHbIX
reonpoCTPaHCTBEHHbLIX (POPMAaTOB AaHHbIX, Bbinyckaemasa noa Open Source
nnueHsmen X/MIT  opranmsaumen Open-Source Geospatial Foundation
(OSGeo). bubnuoTteka npeaocTaBnNsaeT BbI3bIBAOLLMM NPUIOXKEHUAM €ANHYIO
abcTpakTHyl0 Mofenb AaHHbIX Ons Bcex noggepxuBaembix copmatoB. [Mpu
cbopke MOXHO Takke BKMOYMTb JONOMHUTENbHbIE YTUNNTBI. C NOMOLLBIO 3TUX
YTUIIUT MOXHO BbIMOMHATL KOHBeEpTauuio M 00paboTKy AaHHbIX, UCNOMb3ys
WHTEepdEenNC KOMaHOHOW CTpPOKU. YcTaHasnvBaeTca B docker KOHTenHepe, Ha
cepBepe KOHTENHepu3aummn. FAsnsietcsa YacTtbio npuknagHoro MO.

« Geoserver 2.20 — nporpamMHOe oBecnevyeHne C OTKPbITbIM UCXOAHbIM KOAOM,
HanucaHHoe Ha Java, NpefocTaBnsoee BO3MOXHOCTb agMUHUCTPUPOBAHNSA Y
nybnvkaumMm reofaHHbIX Ha cepBepe. CooTeBeTcTByeT cTaHgaptam Open
Geospatial Consortium: WMS, WFS, WMTS, WPS. YcTtaHaBnuBaetca B docker
KOHTenHepe, Ha cepsepe 'MC. AsngaeTtca YacTtbio npuknagHoro MO.
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2. YCTAHOBKA NMPOrPAMMHOIO OBECINEYEHUA

YcTaHoBKa nporpamMmmMHoOro obecneveHus BbIMNOJTHAETCA B cne,qyrom,el‘/'l
nocrnenoBaTesibHOCTU:

« ycTaHaBnueaetcs 6asoBoe [10 cormacHo oduvumanbHON AOKYMEHTauun Ha
nporpaMmHoe obecneveHue;

« BbINoNHsaeTca koHdurypaums 6asosoro M0O;
« YCTaHaBMBAETCS M HAcTpamBaeTcs crneumanuanpoBaHHoe MO;

. NPOBOAMTCA  HacTpoWka  KOHTpons  (PYHKUMOHWPOBaHWS  MPOrpaMMHO-
annapaTHoro komnnekca Cuctemsbl.

2.1. KoHdurypaumsa v pasBepTtbiBaHMe 6azoBoro 1 cneynanusmpoBaHHoro MO

2.1.1. KoHcdurypauuma u pasBepTbiBaHue PostgreSQL

[Ons ycTtaHoBKM Heobxoaummbix naketoB PostgreSQL Heobxoammo BbINOMHUTL
KomMaHabl:

dnf install armadillo-9.900.3-3.el7 arpack-3.1.5-4.el7 atlas-3.10.1-14.el7 blas-3.9.0-
l.el7 boost-serialization-1.73.0-4.el7 cfitsio-3.360-5.el7 cpptest-1.1.1-11.el7 freexl-
1.0.4-3.el7 gdal-libs-3.3.2-2.el7 geos-3.7.2-1.el7 hdf5-1.10.6-1.el7 hdf-libs-4.2.15-1.el7
lapack-3.9.0-1.el7 libaec-1.0.4-2.el7 libdap-3.20.4-1.el7 libgeotiff-1.6.0-3.el7 libgfortran-
8.3.1-6.el7 libgta-1.0.9-3.el7 libkml-1.3.0-3.el7 libpg-13.4-1.el7 libquadmath-8.3.1-6.el7
libspatialite-5.0.0-3.el7  netcdf-4.7.3-2.el7  0gdi-4.1.0-1.el7  openblas-0.3.9-2.el7
openblas-openmp-0.3.9-2.el7 openblas-serial-0.3.9-2.el7 postgis-3.1.4-2.el7 postgresql-
12.7-1.el7 postgresql-server-12.7-1.el7 proj-8.0.0-1.el7 protobuf-c-1.3.1-2.el7 SFCGAL-
1.3.10-1.el7 SuperLU-5.2.1-4.el7 unixODBC-2.3.7-2.el7 uriparser-0.7.5-11.el7 xerces-c-
3.2.3-1.el7

systemctl enable postgresql
systemctl start postgresq|
systemctl status postgresq|l

OcHoBHble HacTponkn PostgreSQL HaxogsaTcs B AByx havnax: postgresgl.conf u
pg_hba.conf. 3Tn hannel HaxogaTca B AupekTopuu pacnonoxenusa B[, Hanpumep
Ivar/lib/pgsql/data. YTO4HUTL pacnonoxeHne MOXHO KomaHaon psql -U postgres -c
'SHOW data_directory;'.

B danne postgresqgl.conf cogepxatca napameTpbl 6a3bl gaHHbIX, a B pg_hba.conf —
HaCTPOWKK AOCTyna N naeHTudmrkauum nonb3oBaTenemn.

[Ona npuknagHoro nporpammMmHoro obecneveHnss BP-MODULE pomkHo ©ObiTb
pa3BepHyTO aABa ak3emnngapa b[. OguH ucnonb3yetcs ana obecneveHnsa paboTbl
cepBepa ayTeHTudmkaumn, gpyron onga obecneyeHns paboTbl OCTaNbHbIX MPUNOXEHUN.

Hacmpotka PostgreSQL 0nst obecnevyeHuss pabombi npunoxxeHuu

[Ons obecneyeHuns pabotbl npunoxeHmn BP-MODULE Ha cepBepe [ofmkHa ObliTb
yctaHoBneHa CYB[l PostgreSQL Bepcum 12.7 ¢ pacwupeHneMm PostGIS Bepcun He
meHee 3.0.

KoHdurypauunoHHele dannbl CYB[ PostgreSQL [omkHbl UMeTb  criegytolime
HaCTPOWKM.

KoHdourypauunoHHbin dparn postgresql.conf:
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log_timezone = 'Etc/UTC'

datestyle = 'iso, mdy"

timezone = 'Etc/UTC'
listen_addresses = "*'

port = 10265

wal_buffers = 1MB

max_connections = 300
shared_buffers = 6GB
effective_cache_size = 18GB
maintenance_work_mem = 1536MB
checkpoint_completion_target = 0.9
wal_buffers = 16MB
default_statistics_target = 100
random_page_cost =4
effective_io_concurrency = 2
work_mem = 6990kB

min_wal_size = 1GB

max_wal_size = 4GB
max_worker_processes = 6
max_parallel_workers per_gather = 3
max_parallel_workers = 6
max_parallel_maintenance_workers = 3
shared_preload_libraries = /usr/lib64/pgsql/passwordcheck.so’
authentication_timeout = 1min
password_encryption = scram-sha-256
log_destination = 'syslog, stderr’
syslog_facility = 'LOCALZ2'
log_min_messages = warning
log_min_error_statement = warning
log_checkpoints = on
log_connections = on
log_disconnections = on

log_duration = off

log_hostname = on

log_statement = "all’

log_line_prefix = '|%m|%d|%u|%h|'
log_lock_waits = off
log_error_verbosity = verbose
log_temp_files = -1
log_replication_commands = off
log_filename = postgresql-12-main.log
log_directory = '/var/log/postgresql/
logging_collector = on

B «koHdurypaunmoHHom canne pg_hba.conf Heobxogumo paspewnTb [ocCTyn
moaynsm BP-MODULE. Hactpoiikn koHdurypaumoHHoro pg_hba.conf:

# Database administrative login by Unix domain socket

local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD
# "local" is for Unix domain socket connections only

local postgres postgres peer

local bpmodule postgres peer

# IPv4 local connections:
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host all all 0.0.0.0/24 md5

lMocne 3anycka cepsuca B[] HeobxogMMo BbINOAHUTL Mpouenypy cosgaHus 6asbl
AaHHbIX, BKNIOYNTL pacwupeHne PostGIS n cospgatb nonb3oBatenen (ponu) ans
noakmnoYeHns K 6ase gaHHbIX. [laHHbIE NPOLECCHl BbIMONMHAKTCA KOMaH4aAMM:

1. Co3gaHue 6a3bl AaHHbIX OcyLlecTBnseTcs cneayrouwen SQL komaHaomn:

CREATE DATABASE “HanmeHoBaHnue B1”;
lNpumeyvaHue: 8 BP-MODULE ucrnonb3yemcs HaumeHogaHue 6a3bl 0aHHbIx bpmodule
2. BkntoueHune pacwmpenus B B[] ocyliectenseTcs crneaytowen SQL komaHgom:

CREATE EXTENSION postgis;

3. CospaHuve nonb3oBatenen (ponu) ocywectensietca cnegyowen SQL komaHaon:

CREATE ROLE vmsa_ponu WITH
LOGIN
NOSUPERUSER
NOCREATEDB
NOCREATEROLE
INHERIT
NOREPLICATION
CONNECTION LIMIT -1
PASSWORD 'naponb’;

HeobxoanMo BbINOMAHUTE KOMaHAy AN1s1 Kaxaon u3 3-x ponen (NnpuBedeHsl HUxe):
« eservice_gis — ncnonb3yeTcsa KapTorpadoMyecknm cepBepom geoserver
« eservice_tis — ocHoBHas pornb ans scex moaynen BP-MODULE

lMocne BbINOMHEHUS HaCTpoOeK B, npuBegeHHbIX Bbllle, Heob6XxoaMMO BbIMOMHUTL
CKpUMNTbl NepBoHa4YaribHOro HarnoJyIHeHnA b.

CkpunTbl init-data.sql, init-schema-routing.sgl HaxogaTca B apxuBe init-schema.zip,
KOTOpbI NepegaeTcs B COCTaBe MHCTaNMSUMOHHbIX doannoB Cuctemsl.

[ns BbINOMHEHNSI CKPUNTOB HEOOXOAMMO BbIMONTHUTEL KOMaHAY:
psql -d bpmodule -p 10265 -f uma_danna.sql

Hacmpolika PostgreSQL ons obecnevyeHus1  pabomsbi cepesepa
udeHmudepukayuu WSO?2 IS

HeobxogmMmo BbINONHUTL MNpoueaypy co3daHust 6Gasbl OaHHbIX M co3gaTb
nonb3oBaTtens (ponb) Ans NOAKMYEeHUss Kk 6ase [aHHbIX. [laHHble npouecchl
BbIMOMNHATCA KOMaH4aMM:

1. CosgaHve 6a3bl [aHHbIX MOA4 cepBep MAEHTUdMKaAUUMKM  OCyLLecTBnsieTcs
cnegyowen SQL komaHaou:

CREATE DATABASE “wsodb”;
2. Cospganue nonb3oBaTens (ponu) ocywecTensaeTcsa cnegyowen SQL komaHaon:

CREATE ROLE wso2isadmin WITH
LOGIN
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NOSUPERUSER
NOCREATEDB
NOCREATEROLE
INHERIT
NOREPLICATION
CONNECTION LIMIT -1
PASSWORD 'naponb';

[Mocne BbinonHeHust HacTpoek B[], npuBeaeHHbIX Bbiwe, HEOOXOAMMO BbINOMHUTL
CKpUNTLI NepBOHa4arbHOro HanosnHeHns bl.

Ckpuntbl uma.sql, shared.sgl, metrics.sqgl, identity.sql, consent.sql, bps.sql
HaxogAaTca B apxuBe init-schema-wso2is.zip, KOTOpbIA rnepefaeTcs B COCTaBe
NHCTaNMAUMOHHbIX dhannos Cuctemsl.

[ns BbINOMHEHNSI CKPUNTOB HEOOXOAMMO BbIMONTHUTE KOMaHAY:
psql -d wsodb -p 10265 -f umsa_darnna.sql

2.1.2. KoHdurypaumusa nnardopmbl KoHTenHepusaumum Docker CE

Mnatdopma KoHTenHepusaumm npunoxeHnn Docker CE wucnonb3yetca Aans
ynakoBku cepsucos MO BP-MODULE v Bcex ero 3aBucuMoCcTen BMeCTe, 1 3anycka ux
B M30SIMPOBaHHbIX KOHTENHEPAX.

KoHTenHep (Docker Container) npeactaBnsieT cobon OKpy>XeHMe Ons BbIMOSHEHNS
Kakoro-nnmbo ogHoro npouecca. KoHTenHep co3gaetca Ha ocHoBe obpasa (Docker
Image). O6pa3 Docker — 9T0O HeuameHsiemblii nakeT annos, coaepXallnn
GubnmnoTekn, 3aBMCUMOCTM, WHCTPYMEHTbI W apyrne dannbl, Heobxoaumble ANA
3anycka npunoxexus. Cepsucbl MO BP-MODULE noctaensiotca B BUAE FOTOBbIX
06pa3oB, ynakoBaHHbIX B tar apxms.

[Ons 6asoBon ycTaHOBKM Heobxoaumbix nakeTtoB Docker Hy>XHO BbINONHUTL
cnegylouime KomaHabl:

dnf install -y containerd-1.4.3-1.20201221.el7.x86_64 python3-attrs-20.3.0-
1.el7.noarch python3-docopt-0.6.2-8.el7.noarch container-selinux-2.152.0-1.el7.noarch
python3-cached_property-1.5.2-1.el7.noarch  python3-jsonschema-3.2.0-1.el7.noarch
docker-ce-20.10.1-2.el7.x86_64  python3-chardet-3.0.4-5.el7.noarch  python3-rpm-
4.13.90-11.el7.x86_64 docker-ce-cli-20.10.1-1.el7.x86_64 python3-docker-4.4.1-
l.el7.noarch python3-texttable-1.6.2-1.el7.noarch docker-ce-rootless-extras-20.10.1-
1.el7.x86_64 python3-dockerpty-0.4.1-10.el7.noarch python3-websocket-client-0.57.0-
2.el7.noarch  docker-compose-1.28.2-1.el7.noarch python3-docker-pycreds-0.4.0-
1.el7.noarch runc-1.0.0-1.dev.qgit5efdcOc.el7.x86_64 fuse-overlayfs-1.3+dev-
1.dev.gitbccc8le.el7.x86_64 slirp4dnetns-1.1.8-1.el7.x86_64 python3-pyrsistent-0.14.2-
3.el7.x86_64 python3-dotenv-0.14.0-1.el7.noarch libslirp-4.4.0-1.el7.x86_64 python3-
click-7.0-3.el7.noarch python3-pynacl-1.2.0-3.el7.x86_64 python3-bcrypt-3.1.4-
3.el7.x86_64 python3-paramiko-2.4.2-2.el7.noarch

systemctl enable docker
systemctl enable containerd.service
systemctl start docker

lMepen cosgaHMeM KOHTEMHEPOB B fokanbHoe XxpaHunuuwe docker HeobGxoaumo
3arpy3uTb Bce Heobxogmmble cannbl 06pa3os. [Jns aToro annbl apxmMBoB KONMMPYOTCA
Ha cepsep.
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dannbl obpasos, HaxXo4sATCA B apXxMBe images.zip, KOTopbI NepeaaeTcsl B COCTaBe
NMHCTaNNAUMOHHbIX hannos Cuctemoi.

3arpy3ka ¢ obpa3oB M3 NepeaaHHOro apxmea B nokanbHoe xpaHunuuie docker Ha
cepBepe ocyulecTtensieTca komaHgon docker load:

docker load -i nmsa_dpanna.tar

[nsa co3gaHns, KOHOUIypMpoBaHUSA 1 3anycka KOHTEMHEPOB UCMNOSMb3yeTCcHa yTunmTa
Docker Compose, apnsawowancs MHCTpyMeHToM u3 coctaBa Docker. YTtunurta Docker
Compose wucnonb3yeT KoHdurypaumoHHbli dann docker-compose.yml (cdopmaTt
YAML). PacnonoxeHue ¢harina moxet ObiTb ntoboe, HO Bce komaHabl docker-compose
OOMMKHbI  BbIMOMHATLCA B TOW >Xe AUpekTopuwn, rae pacnonoxeH ¢ann docker-
compose.yml. Ha cepsepe [1NO BP-MODULE dann docker-compose.yml
pacnonaraeTcs no nytu /opt/bpmodule/.

lNpumeyvaHue: B napamempax KoHguaypayuoHHO20 ¢balina MOXHO UCIMOoMb308amb
rnepemeHHble  OKpyxeHusi. WMcnonb3yemcsi cuHmakcuc: ${VARIABLE}. Kpome
rnepeMeHHbIX OKpY)XeHul orepayuoHHou cucmembl ymunuma Docker Compose
cyumsbieaem repemMeHHble 8 ¢halne “env”. Omom ¢palin dormkKeH pacrioniazambcsi 8
paboyel dupekmopuu emecme ¢ ¢hatisiom docker-compose.ymi.

KoHurypupoBaHme npunoXeHUn BHYTPU KOHTEMHEPOB OCYLLECTBMAETCA NyTem
nepegayn napamMeTpoB 4epes3 MepeMeHHble OKPYXEHUA WM nyteM MOHTUPOBAHUSA
KOHpUTrypaLMOHHbIX pannoB Unn ANPEKTOPUIA B KOHTENHEP.

MpeaBapuTenbHO KOHMUrypaumoHHble doannbl AOSMKHbI ObITh 3arpyXeHbl U3 nanok
apxmBa Ha  CcOBeTywlMe cepBepa B Nanky Karanora /opt/bpmodule/.
KoHgurypaunoHHble gannbl KOHTEMHEPOB HaxoOAaTca B apxue config.zip, KoTopbin
nepegaeTcs B COCTaBe MHCTaNNAUNOHHbIX pannos Cuctemsl.

lanee HeobxogumMo  npoBecTM  Mpouedypbl  AOHAcTpoOMkM U 3anycka
KOHTeHepM3aLmmn B COOTBETCTBMM CO CreayHoLLUM NopsaKOM:

1. Tllpouenypbl npoBedeHUs npeaBapuUTEeNibHOW  OOHACTPOWMKW  KOHUrypaumm
cepsepa N'MC BP-MODULE npuBegeHbl B pasgene 2.1.3.

2. [llpouenypbl npoBedeHUa npeaBapuTESsibHOW  OOHACTPOWKU  KOHurypaumm
cepsepa ayteHTudukaunn BP-MODULE npuBefneHbl B pasgene 2.1.4.

3. [lpouenypbl npoBedeHWa rnpeaBapuTESsibHOW  OOHACTPOWKU  KOHpurypaumm
cepsepa KoHTenHepusaumm BP-MODULE 3akntoyaroTca B nocnegoBaTesibHOU
HacTpovke KOH(UrypaumoHHbIX  dpanrnos KOHTEMHEPOB  MPOrpaMmMHOro
obecneyveHns:

— KoHdurypauua REDIS npuBeneHa B pasgene 2.1.5.

— KoHdurypaums GDAL npuBeneHa B pasgene 2.1.6.

— KoHdpurypaums Tomcat npusegeHa B pasgene 2.1.7.

— KoHdpurypaumsa OpendDK npuseneHa B pasgene 2.1.8.

— KoHdurypaums Nginx onsi cepsepa KOHTeMHepusauum npueeneHa B pasgene
2.1.9.

— KoHdpurypaums cneuymnanmsmposarHHoro MO BP-MODULE pana cepsepa
KOHTeMNHepu3auum npmsegeHa B pasgene 2.1.10.
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lMocne BbINOMHEHUSA Npouenyp AOHACTPONKM KOHMUIypaunOoHHbBIX ddannoB cepBepa
KOHTENHepu3aumm, Oons 3anycka KoHTenHepoB Docker Ha cepBepe nocrefoBaTesibHO
Heo6x04MMO BbINONHUTL CnefyoLlime KoMaHabl:

1. KomaHga co3gaHusa ceTu:

docker network create bp-module-network

2. KomaHpga 3anycka KOHTENHepOB:

docker-compose up -d

2.1.3. KoHdurypaumsa v 3anyck kKoHTeMHepa GeoServer

lMporpammHoe obecnedeHne GeoServer passopaymBaeTtca B docker koHTelHepe Ha
cepepe N'MC BP-MODULE B coOTBETCTBUM HACTpOMKaMun, NpuBeaeHHbLIMU B pasgene
2.1.2.

lMpumeyaHue. B cnyxebHom kamarnoee ¢ obwum umeHosaHuem [lopt/bpmodule
(mpebosaHusi k co30aHuto cryxebHo2o0 Kamarnoza rnpueedeHo & pa3dene 2.1.2)
0dobasrnsiemcs dornosTHUMernbHbIU Kamaroa /geoserver/geoserver-data/

[na koHdUrypmpoBaHusa nporpaMmHoro obecneyeHns Heob6xooMMo CKonMpoBaTb
dannbl ©“3 apxvmBa geoserver_data.zip (cnou, cTunu, wWwpudTbl) B KaTanor
/opt/bpmodule/geoserver/geoserver-data. KoHdurypaunoHHble dannbl HaxoasTca B
apxuBe geoserver_data.zip, KOTOpbIi nepefaeTcs B COCTaBE MHCTANMSALMOHHBLIX
dannos Cuctemsol.

lMpumeyaHue: posepumb KOHuaypayuoHHble ¢halsbli docker-compose.yml u .env.,
pacrionazarujuecs 8 kamaroee /opt/bpmodule, 8 yacmu nymu MOHMuUpPoOBaHUS.

Mocrne BbINONHEHUS NpoLeayp AOHACTPOWKM ANs 3anycka KoHTelHepoB Docker Ha
cepBepe nocrieqoBaTenibHO He06X0AMMO BbINOMHUTL Creayolmne KOMaHabl:

1. KomaHga co3gaHusa cetu:

docker network create bpmodule-network

2. KomaHpa 3anycka KOHTeMWHepOoB:

docker-compose up -d

2.1.4. KoHdurypaumsa n 3anyck KoHTenHepa WSO2 IS

MporpammHoe obecneveHne WSO?2 IS passopaymBaeTcs B docker KOHTENMHeEpPe Ha
cepBepe ayTeHTUpMnKaumm BP-MODULE B COOTBETCTBUU HacTponkamm,
npuBegeHHbIMU B pasgene 2.1.2.

lMpumeyaHue. B cnyxebHom Kamanoze ¢ obwumMm umeHosaHueM [opt/wso2is
(mpeboesaHusi Kk co30aHu cryxebHo2o0 Kamarsoz2a rpueedeHo & pasdene 2.1.2)
0dobasrnisiromcesi donosTHUMernbHble kKamarnoau Iwso2is/conf u Avso2is/security.

Heobxoaumo npoBepuTb, YTO B KaTanore Ang 3anycka cepsepa (/opt/wso2is) nocne
BbINOMHEHNA paboT B COOTBETCTBMM C M. 2.1.2. NPUCYTCTBYIOT crnegylowme gannbl, un
npy HEOBXOAUMOCTN BbINOMIHUTDL UX JOHACTPONKY:

Jwso2is/conf/deployment.toml — cann koHdurypaumm cepsep WSO2 IS,
AOonosHUTENbHbIE Npoueaypbl HACTPOMKU/MPOBEPKU NpuBeaeHbl B pasgerne 2.1.4.1.
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Jwso2is/security/client-truststore.jks — XpaHunuwie [OOBEPEHHbLIX CEPTUPUKATOB,
npoueaypa HaCcTPOMKN XpaHunuuia npuBeaeHsl B pasgene 2.1.4.2.
Jwso2is/security/wso2carbon.jks — XpaHunuwie Kn4en, npouegypa  HaCTPOWKM

XpaHunuiia npmeeneHbl B pasgene 2.1.4.2.
Jdocker-compose.yml — koHdurypaumoHHbin dann docker

2.1.4.1. NMoaroToBKa KOH(Urypaumm cepsepa npu nomowm channa
deployment.toml

[ns koppekTHon paboTbl cepepa ayTeHTudukaumm BP-MODULE Heobxoaumo
npoBepuTb/3agaTb Naposib agMUHUCTpaTopa B dpanne deployment.toml.

3a JaHHble HAacTPOMKM OTBeYaloT creayrlme HacTpoeyHble napameTpbl B (hanne
deployment.toml:

Pasgen danna [super_admin], napameTpbl:

username = "admin"
password = "CMEHWTb MAPOJIB!!"

Pasgen panna [database.identity _db], napameTpbi:

username = "wso2isadmin”
password = "CMEHUTBL MNMAPO/Ib!!"

lMpumeyaHue: [JaHHbIU naposib 3a0aemcs 8 npouecce 8birnonHeHuss SQL komaHObI ripu
co3daHuu rosneb3oeamersisi  (posu), rnpornucaHHou 8 rodpasdene «Hacmpoulku
PostgreSQL 0n1s obecrniedeHus pabomsbi cepeepa udeHmugpukayuu WSO2 IS» pasdena
Hacmpoek 2.1.1.

Pasgen danna [database.shared_db], napameTpsl:

username = "wso2isadmin"
password = "CMEHUTb MAPOJIB!M"

lMpumeyaHue: [JaHHbIU naposb 3adaemcs 8 rpouecce 8binosiHeHUss SQL KkomaHObI npu
co3daHuu nosib3ogamersis (posu), npornucaHHolu 6 mnodpasdene «PostgreSQL 0dns
obecrieyeHusi pabomsi cepsepa udeHmugpukayuu WSOZ2 IS pasdena Hacmpoek 2.1.1.

Mpumep 6asoBoro koHdUrypaumoHHoro damna Hactpoek deployment.toml npueeaeH
HUXeE:

[server]

hostname = "bpmodule.technocom.tech”

node_ip = "10.56.63.16"

base_path = "https://$ref{server.hostname}:${carbon.management.port}"

[cors]
allow_any_origin = true
supported_methods = [
"GET",
"POST",
"HEAD",
"OPTIONS"
]
support_any_header = true
supports_credentials = true

[transport.https.properties]
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proxyPort=443

[admin_console.authenticator.saml_sso_authenticator]

enable=true

priority="1"

assertion_consumer_service_url = "https://bpmodule.technocom.tech/acs"
identity provider_sso_service_url = "https://bpmodule.technocom.tech/samlsso”

[super_admin]

username = "admin"

password = "CMEHUTb APOIJIb!!!"
create_admin_account = true

[user_store]
type = "database_unique_id"

[database.identity db]

type = "postgre"

hostname = "10.56.63.16"

name = "wsodb"

username = "wso2isadmin”

password = "CMEHUTb APOIJIb!!!"
port = "10265"

[database.identity_db.pool_options]
commitOnReturn="true"

maxActive = "80"

maxWait = "60000"

minldle = "5"

testOnBorrow = true
validationQuery="SELECT 1; COMMIT"
validationInterval="30000"
defaultAutoCommit=false

[database.shared_db]

type = "postgre"

hostname = "10.56.63.16"

name = "wsodb"

username = "wsoZ2isadmin”

password = "CMEHUTb MAPOIJIb!!!I"
port = "10265"

[database.shared_db.pool_options]
commitOnReturn="true"

maxActive = "80"

maxWait = "60000"

minldle = "5"

testOnBorrow = true
validationQuery="SELECT 1; COMMIT"
validationInterval="30000"
defaultAutoCommit=false

[output_adapter.email]

from_address= "support@technocom.tech
username= "support"

password= "pass"

hostname= "mx.technocom.tech"

port= 25

enable_start_tls= false
enable_authentication= true
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[authentication.consent]
prompt = false

[monitoring.jmx]
rmi_server_start = false

[keystore.primary]
name = "wso2carbon.jks"
password = "wso2carbon"

[user.association]
enable for_federated users = true

[system_applications]
read_only_apps =]

2.1.4.2. MNoaroToBKa XpaHUNULa Krnro4eun

WSO2 Identity Server no ymonyaHuio ncnonb3yet acMMMeTpuyHoe LmdpoBaHue
Ana ayTeHTurkaumm n 3awmtbl gaHHbIX. LLndpoBaHme ncnonb3dyeTcs No yMOn4yaHuo
AN cnegylowmnx Lenen:

« AyTeHTUMKauma cesasm no npotokonam Secure Sockets Layer (SSL)/Transport
Layer Security (TLS).

« LUWwndpoBaHne koHpUMOeHUMArNbHbIX AaHHbIX, TaKMX Kak MpPOCTble TeKCTOBble
naposiv, HangeHHole B dpannax KoHUrypaunmn/KoHpurypaummn kak Ha ypoBHe
NPOAYKTa, Tak N Ha YpOBHE (PYHKUMIW NpoayKTa.

XpaHunvile Knoyen — 37O XpaHunuwie (3awulieHHoe naponemM), B KOTOPOM
XpaHATCA KIoYM W1 cepTudmkatbl Uenoyku pgosepus. [lo  ymonyaHuioo 37O
wso2carbon.jks.

XpaHunuuie [OOBEPEHHbIX CcepTuukaTtoB — 3TO ewe OOVWH Peno3nTopun,
3alMUleHHbIM NapofieM (aHanorMyHO XpaHWmuLLy Kro4ven), B KOTOPOM XpaHATCS
undposble ceptudumkaTbl. o ymonyaHuo ato client-truststore.jks. 3tn ceptudukaTol
MOryT OblTb OAHUM U3 CreayrLuX:

. CepTucdukatbl [OBEPEHHbIX TPETbUX CTOPOH, C KOTOPbIMM MpOrpaMMHast
cucTemMa HamepeBaeTCcsl B3aMMOAeNCcTBOBaTb HAMPSIMYIO.

« CepTudukaTtbl M3BECTHbIX LEHTpoB noanucu ceptudukartos (LIC), koTopbie
MOXHO MCNOMb30BaTh ANA NPOBEPKN NOASIMHHOCTU HEHAOEXHbIX TPEeTbUX NuL,
C KOTOPbIMU CBSI3bIBAOTCS.

UTtobbl cchopmmpoBaTb npaBuibHO harn XpaHUnMLWA KIAKYEen UM XpaHunuwia
OOBEPEHHbIX CcepTMduKaToB, HeobXoaAMMO BbINOMHUTL npoueaypbl  AobaBneHus
COOTBETCTBYHOLLMX CEPTUPUKATOB.

lNMpumeyaHue: ®alinkl ca.crt, ca.key u ca_bundle.crt 6epymcs u3 npedocmassieHHo20
cepmucghukama 3aka3quKoMm cepmugbukama.

Mpouenypa nobaBneHus BbINOMHAETCS Crieayowmm obpasom:

1. Cospante .pfx dann us ceptudukarta (ca.crt), npusaTHoro kritoya (ca.key) u
uenoykn cepudmkatos LIC (ca_bundle.crt) cnegytowien komaHaom:

openssl pkcs12 -export -out bpmodule.pfx -inkey ca.key -in ca.crt -certfile
ca_bundle.crt
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2. [obaBbTe CO30aHHYO Mapy KYen B XpaHunuuie knwodven wso2carbon.jks
cnegyoLlen KomaHaon:

keytool -importkeystore -srckeystore bpmodule.pfx -srcstoretype pkcsl12 -
destkeystore ./wso2is/conf/security/wso2carbon.jks -deststoretype JKS

3. [llepenmeHynte nobaBneHHyO Napy Kroyen crneayrowen KOMaHgom:

keytool -changealias -alias 1 -destalias wso2carbon -keystore
Jwso2is/conf/security/wso2carbon.jks

4. [obasbTe cepTuuMkaT B XpaHunuwie [OBepPeHHbIX cepTudukatoB client-
truststore.jks crnenytowien KOMaHOOM:

keytool -import -trustcacerts -alias wso2carbon -file ca.crt -
keystore ./wso2is/conf/security/client-truststore.jks

lNMpumeyaHue: Ymunuma keytool exodum e cocmae *OpenJDK u 6ydem dQocmyrHa
mornbko rnocne ycmaHoeku OpenJDK Ha cepesepe. YcmaHoska OpenJDK
8bINOSIHAEMCS 8 coomeemcmeuu ¢ obwel UHCmpyKuyued o pa3eepmbli8aHU) Ha
onepayuoHHol cucmeme Linux.

2.1.4.3. 3anyck KOHTenHepa cepBepa WSO2 IS

lMepen 3anyckom KoHTeWHepa cepBepa ayTeHTudukaumm WSO2 IS Heobxogmmo
npoBEPUTb KOH(UrypaLnoHHbIe dannbl docker-compose.yml " .env.,
pacnonaratpowmecs B katanore /opt/wso2is, B 4acT ero HaCTPOEK.

KoHgbuzaypauyuoHHbIl ¢patin docker-compose.yml Onst 3anycka KoHmelHepa
cepeepa aymeHmugukayuu:

version: '3.7"'
services:
Wso2is:
image: tkrepo.technocom.tech/technocom/wso2is:latest
container_name: wso02is
environment:
- TZ= Asia/Yekaterinburg
volumes:
- ./wso2is/conf/deployment.toml:/home/wso2carbon/wso2is-5.11.0/repository/conf/deployment.toml
- .lwso2is/conf/userstores:/home/wso2carbon/wso2is-5.11.0/repository/deployment/server/userstores/
- .lwso2is/logs:/home/wso2carbon/wso2is-5.11.0/repository/logs/
- .lwso2is/security:/lhome/wso2carbon/wso2is-5.11.0/repository/resources/security/
networks:
bpmodule-network:
ipv4_address: 172.18.0.2
aliases:
- bpmodule.technocom.tech
expose:
-"9763"
-"9443"
ports:
- 9763:9763
- 443:9443
restart: unless-stopped

networks:
bpmodule-network:




Pykosodcmeo admuHucmpamopa BP-MODULE Jluem 15

‘ external: true

[Mocne BbINOMHEHNA Npoueayp AOHACTPOMKM ANS 3anycka KoHTenHepoB Docker Ha
cepBepe ayTeHTudgukaumm BP-MODULE nocnegoBaTenbHO HEOGXOOMMO BbINOSHUTL
crneayrowmne KomaHabl:

1. KomaHpa co3pgaHus ceTu:
docker network create bpmodule-network --subnet 172.18.0.0/24
2. KomaHpga 3anycka KOHTENHEPOB:
docker-compose up -d
lMpu ycnewHoOM ebInonHeHUU 3arycka cepeepa ebieodumcsi criedyrouas
UHghopmauyus.

B norax HeT owunboOK, NO 3aBepLUEHMN 3anycka OoToOpaxalTcs NPUMEPHO
cnepyrowme ctpokm ¢ URL KoHconewu:

gaz-wso2is | [2022-02-11 05:13:36,146] [] INFO
{org.wso2.carbon.ui.internal.CarbonUIServiceComponent} - Mgt Console URL : https://
bpmodule.technocom.tech:443/carbon/

gaz-wso2is | [2022-02-11 05:13:36,454] [] INFO

{org.wso02.identity.apps.common.internal. AppsCommonServiceComponent} - My Account URL : https://
bpmodule.technocom.tech/myaccount

gaz-wso2is | [2022-02-11 05:13:36,455] [] INFO

{org.wso2.identity.apps.common.internal. AppsCommonServiceComponent} - Console URL :
https://bpmodule.technocom.tech/console

2.1.4.4. Hactpouka nogkntoyeHus K Active Directory

CepBep naeHTMdukauumn gomkeH 6biTb NogkntoveH kK Idap katanory Active Directory
(nanee AD). [na aTtoro Heob6xoAUMMO HACTpOUTb XpaHunuuie nonb3oBatenen (User
Store). Ha kaxablh JOMEH HYXXHO co3faTb oTAenbHoe XpaHunuie. [na nogkroyYeHns K
ldap kaTtanory Heobxogmma cepsBucHast ydeTtHaa 3anucb B Active Directory. B
OEenCTByOWEeN peanusauum Ons B3anMogencTBus ¢ XpaHunuuwem nonb3osartenen AD
ncnonb3yeTcs cneayowas ydyetHas 3anucb n3 katanora AD:

bpmodule

CospgaHne xpaHunuuia nonb3oBaTerien ocyllecTBnseTca B Beb-KOHCONU cepsepa
noeHTUmKkaumMm nog y4eTHOM 3anucbld agmuHucTpatopa. Beb-koHconb Oyper
[OCTYyMNHa nocne HacTPOMKM M 3anycka Beb-cepBepa nginx (cm pasgen 2.1.11).

Mepengute k Main> User Stores n Haxmute Add.


https://bpmodule.technocom.tech/console
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& | Users and Roles

Monitor
) §
(&1
0

Configure
T
Q
Q

% Service Providers
E; List
@ Resident

[2) Identity Providers

Tecls

3ameHnTe 3Ha4YeHNsa NnapamMeTpoB, yKadaHHble B OUrypHbIX CKobkax, Ha BanuaHble
ans sawero AD.

MapameTp 3HauyeHue OnucaHue
User Store org.wso2.carbon.user.core. Wcnonb3yetca ans
Manager Idap.UniquelDActiveDirectoryUserStoreManager | HACTPOWK1 OMEHHOW
Class cnyx6bl Active Directory
Domain Example.local HOomeH
Name
Description noboe OnucaHune nogknioyeHns
Connection Idap://dcl.example.local:389 URL-agpec noakno4eHns
URL ONnsa XxpaHunuwa

nonb3oBatenemn
Connection cn=bpmodule,ou=groups,ou=Service 910 gomkHo 6biTb DN
Name Accounts,ou=Datacenter,dc=example,dc=local (oTnuunTensHoe M)

nonb3oBaTens ¢
JOCTaTOYHbIMU
paspeLleHnsMn ans
BbINOSTHEHMSA onepauuni ¢
nonb3oBaTensaMu u
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MapameTp 3HayeHue OnucaHue
rpynnamu B LDAP
Connection napornb [Maposb cepBUCHON y4eTHOM
Password 3anuncu, ykasaHown B

Connection Name

User Search
Base

dc=dc1,dc=example,dc=local

DN koHTekcT B LDAP, B
KOTOPOM 3anmcu
OCYLLIECTBIISAETCS NMOUCK

nons3oBarenemn

User Entry Person Knacc ob6bekTa,

Object Class ncnonb3yemblin ong
co3gaHung
nonb3oBaTenbCKUX 3anncen

Username sAMAccountName ATpnbyT, NCNonb3yemblit

Attribute

ANSA yHUKarnbHOM
naeHTumKaummn aannucu
nonb3oBarens

User Search
Filter

(&(objectClass=person)(sAMAccountName=?))

Kputepuu counbtpauuun gng
nowucka onpeaeneHHom
3anuvcu nonb3oBaTens

User List
Filter

(objectClass=person)

Kputepun comnbTpauum ans
nepeyncrieHns Bcex
nonb3oBaTenbCKUX 3anncen
B LDAP

User ID
Attributer

ObjectGUID

ATpnbyT, NCNonb3yemblit
ANA yHUKarnbHOM
naeHTMduKaumm 3anmcu
nonb3oBartens

User ID
Search Filter

(&(objectClass=person)(uid=?))

Kputepuun counbtpauuun gng
nowucka onpeaeneHHom
3anuncu nonb3oBaTens

Add New User Store

User Store Manager

User Store Manager Class 01g.Ws02.carbon.usercore.dap.UniqueIDACtiveDrectorylUserStoreManager v

Depending on the class. properties needs to be defined.

Domain Name" technocom.tech

Description

Define Properties For

Property Name Property Value

Connection URL * Idap://192.168.0.4:389

Connection Name * CN=wso_kerb,CN=Users,DC=technocom,DC=tech

Connection Password * Sessscsssscetseee

User Search Base * OU=Mon3oeaTenu,DC=technocom,DC=tech
User Entry Object Class * person
Username Aftribute * SAMAccountName

User Search Filter * (&(objectClass=person)(sAMAccountName=?))

User List Filter * (objectClass=person)
ObjectGUID

(&(objectClass=person)(uid=?))

User ID Attribuf

User ID Search Filter *

~' Optonal

v Advanced

Update Cancel

Description
Connection URL for the user store
This should be a DN (Distinguish Name) of a user with sufficient permissions to perform operations on users and groups in
LDAP
Password of the admin user
DN of the context under which user entries are stored in LDAP
Object Class used to construct user entries

Atribute used for uniquely identifying 3 user enty. Users can be authenticated using their email address, uid and etc

teria for searching a particular user entry

v listing all the user entries in LDAP

r uniquely identifying a user entry

ria for searching a particular user entry




~ Optional
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Property Name Property Value Description

User DN Pattern The patten for user’s DN. It can be defined to improve the LDAP search
Display name attribute Attribute name to display as the Display Name

Disabled | Whether user store is disabled

Case Insensitive Username Whether the username is case sensitive or not

Read Groups Specifies whether groups should be read from LDAP

Write Groups ] Indicate whether write groups enabled

Group Search Base DN of the context under which user entnies are stored in LDAP

Group Entry Object Class group Object Class used to construct group entries

Group Name Attribute = Attribute used for uniquely identifying 3 user entry

Group Search Filter
Group List Filter
Group DN Pattern
Membership Attribute

(&(objectClass=group)(cn=?))
(objectcategory=group)
CN={0},0U=Groups,DC=

) Filtering criteria for searching a particular group entry
Filtering criteria for listing all the group entries in LDAP
The patten for group’s DN. It can be defined to improve the LDAP search

member Attribute used to define members of LDAP groups

Member Of Atribute memberof MemberOfittribute

Enable Back Links Whether to allow atinbutes to be result from references to the object from other objects
Referral follow Guides the requests to a domain controller in the correct domain

Userame RegEx (Java)

Username RegEx (Javascript)

Usermame RegEx Violation Error Message
Password RegEx (Java)

Password RegEx (Javascript)

Password RegEx Violation Error Message
Group Name RegEx (Java)

Group Name RegEx (Javascript)

LDAP Initial Context Factory

DateAndTimePattern

[2-zA-20-9._-1//}(3,30}%
~\SK3,30}8

Username pattern policy violated.
~\SK5,30}8

~[\sK5,30)8

Password pattern policy violated.
[a-2A-20-9._-|//H3,30}$
~\SK3,30}8
com.sun.jndi.Idap.LdapCbactory
Date And Time Pattern

A regular expression to validate user names

The regular expression used by the front-end components for usemame validation
Error message when the Username is not matched with UsemameJavaRegEx
Policy that defines the password format in backend

Policy that defines the password format

Error message when the Password is not matched with passwordJavaRegEx

A regular expression to validate group names

The regular expression used by the front-end components for group name validation
The property to set LDAP initial Context Factory

Pattern of Date and Time values are stored. if not specified default timestamp representation is
used.

Property Name Property Value
Bulk Import Support

Allow Empty Roles
Password Hashing Algorithm PLAIN_TEXT
Multiple Attribute Separator ,

Is ADLDS Role 0

User Account Conirol 512
Maximum User List Length 100
Maximum Role List Length 100

Enable KDC 0

Default Realm Name WS502.0RG
Enable User Role Cache

Enable LDAP Connection Pooling 0

LDAF Connection Timeout 50000
LDAP Read Timeout 50000
Retry Attempts 0

Count Implementation

LDAP binary atiributes objectGuid
Claim Operations Supported

Retum objectGUID in UUID Canenical Format
Membership Attribute Range 1500

User Cache Expiry milliseconds

Enable User DN Cache

Enable StaTLS 0
Connection Retry Delay 120000
Immutable Atiributes objectGuid
Timestamp Atributes

Update Cancel

2.1.4.5. Hactponka WSO2 IS c IWA (Kerberos) B kayecTBe
ayteHTUdmkaTopa

[ob6asbTe 3anuck B DNS, 4ToOblI conoctaButh IP-agpec BebG cepBepa C MMeEHEM
xocta kproweb01-p(kproweb01-t).

[ns nogkntodeHna no npoTtokony kerberos Heobxogmma cepBucHas yvyeTHasi 3anmch
B Active Directory. B gencteytowen peanusauun ucronb3yeTcs crnegyoowas yyeTHas
3anucb 13 katarnora AD:

bpmodule

BeinonHute cnegyowmne komaHabl, 4Tobbl 3apernctpuposate WSO2 IS B kavecTBe
cybbekTa-cnyx6bl B Active Directory.

setspn -A HTTP/bpmodule.technocom.tech bpmodule
rae HTTP — knacc cnyx6bl (He nytate ¢ HTTP npoTokonom),

bpmodule — nornH cepBnCHOM y4eTHOM 3anucu



Pykosodcmeo admuHucmpamopa BP-MODULE Jluem 19

[anee Heobxoammo HacTpouTb npoBangepa unaeHtudpumkaummn (ldentity Provider).
HacTtponka ocyliectBnsieTca B BebB-kOHCONM cepBepa uaeHTuduKaumm nog y4yeTHOM
3anucblo agMuHUcTpaTopa. Beb-koHconb OyaeT JOoCcTynHa nocre HaACTPOMKKU M 3arnycka
Beb-cepsepa nginx (cm pasgen 2.1.11).

Bongute B KOHCOMb yrpaBneHus.

1. Mepengute kK Main> Identity Providers n Haxxmnte Add . Beeante nmsi

nocTaBLLnKa YyOOCTOBEPEHNN.

2. PassepHute pasgen Federated Authenticators , a 3atem passepHute IWA

Federated Configuration .

EE)Y ldentity Server

Identity =
&' Users and Roles Sascinioasos
© Add
= Identity Provider Name:~ I[WA[ |
o @ ij Stoves @ Enter a unique name for this identity provider
é © Add Display Name | }
.
— 12 Lst @ Specify th y provider's display name
0 & Claims
-_§’ O 2 Description I J
§ i @ A meaningful description about the identity provider
P Service Providers Federation Hub Identity Provider: - Check if this points to a federation hub identity provider
Q Add _
. Home Realm Identfier:
4 5= List
= @ Resident @ Enter the home realm identifier for this identity provider
' Identity Providers Choose IDP cenificate type: S endpoint
© Ad certificate
= L Identity Provider's JWKS Endpoint: | ‘
Resident Enter Identity Provider's JWKS endpoint
Entitlement & Ala
isois. technocom. tech foauth2,
¥ PAP if fe
) If the resident identity provider is known by an alias at the faderated identity provider specify it
L Policy Administrat
“ =" ) Claim Configuration
p v Role Configuration
L ~ Federated Authenticators
K Sear V) SAML2 Web SSO Configuration
Manage + ¥) OAwth2/OpenlD Connect Configuration
Iy Workflow Engagements v WS-Federation (Passive) Configuration
© Add ' Facebook Configuration
am
s Lt ~  Microsoht (Hotmai, MSN, Live) Configuration
% Workflow Definitions -
5 ~  Google Configuration
.= ‘ v SMS OTP Configuration
Chalenge Qu = ~)  Twitter Configuration
G Add ~) Emai OTP Configuration
= List ~ Yahoo Configuration
& Emai Templates ~  IWA Kerberos Configuration
© Add
Enable D Specifies if custom authel
& List
 Keystores Default Specifies if custom authe)
© Add Service Principal Name:*
= SEEE e - IH'ITPf'A-sms‘technomm‘tech@wso_ker1
st
. Kerberos Service Principal Name
¥ Consent Purposes
© Adc Service Principal Password:* I"""""" Eml
am
4= List Kerberos Service Principal Passward
OIDC Seo;
> = User Store Domains I ]
© Add
= Comma () separated UserStore Domains (Leave this blank if you don't want to check user’s presence in mounted user stores.)

3. 3anonHute nonsa cnegyowmnm obpasom:

Mone

OnucaHue

O6pasey 3Ha4YeHuA

Enable

Enable

this to enable a custom

authenticator for the identity provider.

BbibpaHo




Pykosodcmeo admuHucmpamopa BP-MODULE Jluem 20

Mone OnucaHue O6pa3sey 3Ha4YeHuA
Server Vmsi yqacTHuka-cryxObl, KOTOpoe Bl HTTP/bpmodule.technocom.tech
Principal 3aperncrtpupoBanu paHee. B @bpmodule
Name dopmate: Ims_cnyx6b1@noruH
Server Maponb [OomKeH CepBUCHOW Y4eTHOM
Principal 3anucum
Password

User Store |VIMs xpanurvwa  nonbsosatenei.|Dcl.example.local
Domains ||[ECTIM HECKOMbKO, TO MEepevncnsioTcs
Yepes 3ansTyto.

~  IWA Kerberos Configuration

Enable # @ Specifies if custom authenticator is enabled for this Identity Provider

Default @ Specifies if custom authenticator is the default

Service Principal Name:* ‘H'I‘I'Pfidpmso&com@wsa&ccm ‘

@ Kerberos Service Principal Name

@ Kerberos Service Principal Password

Service Principal Password:*

User Store Domains: ‘ ‘

@ Comma (,) separated UserStore Domains (Leave this blank if you don't want to check
user's presence fn mounted user stores.)

CoxpaHuTe HacTponkK npoBangepa.

[nsa uncnonb3oBaHusa IWA npoavgepa ybeaurech, YTO OH YCTAHOBIMEH B KavyecTBe
Federated Authentication B Main -> Service provider -> <bpmodule> -> Local &
Outbound Authentication Configuration.

. Local & Outbound Authentication Configuration

Authentication Type:™ () Default
'O' Local Authentication [jwt—basic w
@ Federated Authentication | WA w |

O Advanced Configuration

D Skip Login Consent
(2 Skip login consent page for this senice provider

_D Skip Logout Conzent
(2 Skip logout consent page for this senice provider
Dﬁ.ssert identity using mapped local subject identifier
Dp'l.lwa'_-.fs send back the authenticated list of identity providers
D llze tenant domain in local subject identifier

D =& user store domain in local subject identifier

Llse user store domain in roles

D Enable Authorization
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2.1.4.6. HacTpomka noctaBLiMKa ycnyr ayTeHTucukaumm

Pasgen Service Providers cogoepXuT OCHOBHble HAcCTpoOMKM O cnocobe
ayTeHTUduKauum nonb3oBaTenen B NPUNOXeHUsIX.

Hactporika cepBuC npoBangepa ocyllecTBnaeTca B Beb-KOHconu cepsepa
noeHtTdumkaumm, nog yYeTHOW 3anucbtd agMuHuctpatopa. Beb-koHconb 6Gyaet
AOCTyrMHa nocrne HacTporku n 3anycka Beb-cepepa nginx (cm pasgen 2.1.11).

B meHto Service Providers Bbibepete Add n 3arpysuTte koHdurypaumio u3 canna
kpropi.xml (HaxoguTcs B apxuse configs.zip )

& | Users and Roles

Configure
4
1
(&1
Qa

A= Service Providers
& Add
s List
@ Resident

[2) Identity Providers
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JAS. 3 |dentity Server

Home > |dentity > Service Providers > Add

Add New Service Provider

& | Users and Roles
O Add Select Mode

i3 Lst (O Manual Configuration

@ Fie Configuration

i List Upload Service Provider File

] Fie Location: ll' 06z0p... | ®aitn He eubpaH.
= |

= S Aca Import| | Cancel|

0 nm ey

o aa st

A Service Providers
© Add
:; List

@ Resident

Service Providers

[ Basc Informason

' Claim Canfiguration
~  Role/Parmasion Configuration
) Inbound Authensication Configuration

! SAMLZ Web SSO Configuration
Ohuth/OpeniD Cannect Configuration
OpeniD Configuration

WS-Federation (Passive) Configuration
WiS-Trust Securty Token Service Configuration
v Kerberos KDC

ol 6] 6]

LIANAS

~ Local & Outbound Authentication Configuration

Authentcation Type:™

Skip Consent
Skin cansent page for this servioe provider

~ Request Path Authentication Configuration |

~ Inbound Provisioning Configuraven ‘
~ Dutbound Provisioning Configuration ‘
Update| (Cancel
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Service Providers

Basic Information

gazprom

hutps://gasprom-kprops. vechnocen. tech/gaspren

' Cisim Configuration
*' Rolg/Pammission Confguration
“ Inbaund Authentcation Confguratn
©) SAML2 Web S5O Configurasion
~  OAutVOpenlO Connect Configuravon

Ofuth Chent Key

~) OpenlD Configuration

v WS Federaion (Passive) Configuration

“ WS-Teust Secusty Token Service Configuraton
v Karbaros KDC

“ Local & Outbound Authanscation Canfiguration
- Inbaund Provsoning Configuranon
v Outbound Provisoning Configuraton

Update | (Cancel

Fame> Appicatin Setungs

View/Update spplication settings
Apphoaton Serungs

Oauth Version QAuh20

Alowed Grant Types Aehash Token
[ TS
IWANTLM
urn et pavams oButh granLtype ums-icker
B et params oauth grant rze pm-besrer

regexp=(httos?:VV. +V.%)

£ Code Challenge with them

User Acoess Token Expiry Time 3600 saconds
Applcation Accass Token Expiy Time 3600 secands
Rehesh Token Expiry Teme 86400 saconds
14 Token Expiry Trme 3600 seconds

Enable Audience Rescton

Enable Request Object Signature Vaidston
Enabe 1D Token Encrypson
Encrypsn Algaethm
Encryotion Methos
Enable OIDC Backehannal Logout
Backchannel Lagout Ud
Role based scope vakestor
Scope Vabdators
XACML Seopa Vabdator
LR
Takan lssuer
Defsult

Upasts| Cancel

2.1.4.7. Hactpounka 6pay3sepa ans nogaepxku Kerberos n NTLM
(HacTpomnka pabounx MecT nonb3oBartenen)

Hactpowka Firefox

Beegute about:config agpecHyto CTPOKYy, MPOUrHOPUPYWUTE npeaynpexaeHne wu

NPOAOIIKNTE, 3TO OTOOPAa3nT AonoNHUTENbHbIE HAacTponku Firefox.

B cTtpoke novcka HanauTe kntod " network.negotiate-auth.trusted-uris.
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network.negotiate-auth.al
network.negotiate-auth.a) 0 network.negotiate-auth.trusted-uris
network.negotiate-auth.d
network.negotiate-auth.g
network.negotiate-auth.tr
network.negotiate-auth.u [ OK ] [ Cancel

[ IS
! about:config +
« about:config c .“ + Google P & B~
Mozilla Firefox is free and open source software from the non-profit Mozilla Tr——Cem
o Foundation. [ Know your rights... ] x
Search: negotiate X
Preference Name 'E“w string value rz |

Ho6aebTe URL-agpec WSO2 Identity Server n Haxxmute OK.

é network.negotiate-auth.trusted-uris

https://idp.is.local

Cancel (0] 4

HacTtpouka Internet Explorer/Chrome
MepenanTte B IHCTpyMeHTLI -> CBoncTBa 0603peBaTens.
Ha Bknagke «be3onacHocTb» BbibepuTe nokanbHy UHTpaceTb.
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Internet Security Properties ﬂ

Securiky |
Select a ‘Web content zaone to specify iks security settings,

® 0 @

A== Trusted sites  Restricted
sites

Inkernet

Local intranet

1 This zone contains all Web sites that Sites. .. |
i are on your organization's intranet, —

—Security level For this zone

Custom

Zuskam settings.
- To change the settings, click Custom Lewel,
- To use the recommended settings, click Default Level,

Cuskom Level, ., | Default Level |

ITI Cancel | Al |

Jlucm 25

Haxmute kHonky Cantbl . 3atem gobasbte Tyaa URL-agpec WSO2 |dentity Server.

= Local intranet

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
https://idp.is.local | Add
Websites:

pru)
o
T

https://google.com

[ IRequire server verification (https:) for all sites in this zone

Close

Chrome npocto Hacnegyet HacTtpouku oOT Internet Explorer,

OONOJTHUTEJIbHO HUYEro HacTtpamnBaTb HE HYXHO.

TakK

4yToO
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2.1.5. KoHdurypauus Redis

MporpammHoe obecneveHne Redis pasBopaymBaeTcss B docker KOHTeMHepe Ha
cepBepe  KOHTeuMHepusaumm BP-MODULE B  COOTBETCTBMM  HACTpoOMKamu,
npuBegeHHbIMN B pasgene 2.1.2 (cann obpasa - redis.tar).

KoHdurypauusa cepsuca Redis ocyuwiecTtBnseTcs nyteM NPOBEPKUM W, B cry4vae
HeobXO0OUMOCTH, KOPPEKTUPOBKM KOH(UrypaumoHHblix dannoB docker compose
(docker-compose.yml u .env.) B yacTu cnegyoLwmx napameTpoB:

MapameTpbl, HEOGX0AUMbIE AJ1S1 KOPPEKTHOrO 3anycka cepBuca:

« ALLOW_EMPTY_PASSWORD - paspelaet ucnonb3oBaTtb MycCTOM Naposb,
HeobxoaMmo ykasaTtb 3HavyeHne NO

. REDIS_PASSWORD — 3agaet naposb gnsa nogknioyeHns K cepBucy.
AKTyanbHasi KoH(urypauma cannoB docker compose npeactaBfieHa B
MpunoxeHwne 1.
2.1.6. KoHdurypauma GDAL

Mcnonb3yetcs B cocTaBe KOHTEWHepoB: loader.tar (Moaoynb 9Kcnopta v umnopTa
NPOCTPaHCTBEHHbIX OaHHbIX) U way-loader.tar (Mmogynb 3arpy3kum gopor gnsi mogyns
NoCTpOeHMss MapupyToB). [ononHuTtenbHasa KoHdwurypauus 6asosoro [10 He
TpebyeTcs.

MporpammHoe obecneyeHne GDAL pasBopaumBaeTca B docker KOHTeEMHepe Ha
cepBepe  KOHTeuHepusaumu BP-MODULE B  COOTBETCTBUM  HACTpPOWKaAMM,
npuBeLeHHbIMU B pasgene 2.1.2.

2.1.7. KoHdurypauma Tomcat

Mcnonb3yeTcs B cocTaBe KOHTENHEPOB:

— wso2is

— (geoserver

— api

— loader

— (gisapi
[ononHutenbHasa koHdurypaums 6asosoro MO He TpebyeTcs.

2.1.8. KoHdurypaumsa OpenJDK

Mcnonb3yeTcs B cocTaBe KOHTENHEPOB:

— Wwso02is

— (geoserver

— api

— (gisapi

— loader

HononHutensHasa koHpurypauma 6asosoro MO He TpebyeTcs.
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2.1.9. KoHdurypauma Nginx ansa cepBepa KOHTeMHepu3auum

Ana ayteHtudukauumn B nginx gobasneH moaynb Lua, KOTOPbIN MOXET 3anyckaTb
cueHapum Lua ¢ ncnonbsoBaHuem komnunatopa LuadlT. MNMporpammHoe obecneyeHune
nginx pasBopaymBaeTcs B docker koHTenMHepe Ha cepBepe KOHTenHepusauum BP-
MODULE (cdann obpasa - openresty.tar).

KoHdurypauusa cepsuca NginxX ocywlecTBnseTcs nyteM NPOBEpPKUM W, B cry4vae
HEeob6X0OMMOCTH, KOPPEKTUPOBKM KOHGUrypaumoHHbiXx dannoB docker compose
(docker-compose.yml u .env.).

MapameTpbl KOHUrypaumm ganna Hactpoek docker compose, B TOM yucre gns
Nginx, npeactasneHo B Npunoxexne 1.

B [avpekTtopumn koHTerHepa Heobxoaumo ybeauTbCa B HanmMyuum  CreaytoLmx
¢rannoB HaCTpoeKk:

. .Jopenresty/conf/nginx.conf — ocHoBHOW hann KoHdUrypauum nginx
« .Jopenresty/conf/kpropi.conf — gonoONHUTENbHLIN harn KOHUrypaumm nginx

. .Jopenresty/certs/ca-bundle.trust.crt — kopHeBble cepTudumkaTbl, HeO6Xo0aUMbI
npv sanugaummn JWT TOKEHOB.

Copepxnmoe danna nginx.conf:

# Enables the use of JIT for regular expressions to speed-up their processing.
pcre_jit on;

#error_log logs/error.log;
#error_log logs/error.log notice;
#error_log logs/error.log info;

#pid logs/nginx.pid;

events {
worker_connections 1024;

}

http {

include mime.types;

default_type application/octet-stream;

#log_format main '$remote_addr - $remote_user [$time_local] "$request" '
# ‘$status $body bytes_sent "$http_referer" '
# "$http_user_agent" "$http_x_forwarded_for™;

#access_log logs/access.log main;
resolver 127.0.0.11;

# See Move default writable paths to a dedicated directory (#119)
# https://github.com/openresty/docker-openresty/issues/119
client_body temp_path /var/run/openresty/nginx-client-body;
proxy_temp_path Ivar/run/openresty/nginx-proxy;
fastcgi_temp_path  /var/run/openresty/nginx-fastcgi;
uwsgi_temp_path /var/run/openresty/nginx-uwsgi;
scgi_temp_path Ivar/run/openresty/nginx-scgi;
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sendfile on;
#tcp_nopush  on;
#tcp_nodelay off;

keepalive_timeout 65;

gzip on;

gzip_http_version 1.0;

gzip_comp_level 2;

gzip_proxied any;

gzip_types text/plain text/css application/javascript text/xml application/xml+rss;

client_max_body_size 1G;

lua_package_path "/usr/local/openresty/?.lua;;";

lua_ssl _trusted_certificate /etc/ssl/certs/ca-bundle.trust.crt;
lua_ssl_verify_depth 5;

# cache for discovery metadata documents
#lua_shared_dict discovery 1m;

# cache for JWKs

lua_shared_dict jwks 1m;

include /etc/nginx/conf.d/*.conf;

# Don't reveal OpenResty version to clients.
server_tokens off;

Copepxnmoe danna bpmodule.conf:

server {
listen 80 default_server;
server_name _;
return 301 https://$host$request_uri;

}

server {
listen 443 ssl http2;

proxy_read_timeout 25m;
proxy_send_timeout 25m;
proxy_buffer_size 64k;
proxy_buffers 4 64k;
proxy_busy_buffers_size 64k;

client_max_body_size 2G;
large_client_header_buffers 4 64k;

ssl_certificate /etc/nginx/ssl/cert.pem;
ssl_certificate_key /etc/nginx/ssl/key.pem;

access_log logs/openresty-access.log;
error_log logs/openresty-error.log debug;
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proxy_redirect off; # new

proxy_set header Host $host; # new

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-Host $http_host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $http_scheme;

set $session_secret
455cb000f8a77322¢c2991da04a119b872ccd494931e964453558efh827d25364;

set $session_storage redis;

set $session_redis_prefix sessions;

set $session_redis_host redis-service;

set $session_redis_port 6379;

set $session_redis_auth redispassword;

set $session_strategy regenerate;

set $session_cookie_httponly off;

set $session_cookie _samesite off;

set $auth_lua /etc/nginx/lua.d/authenticate.lua;
set $check_token /etc/nginx/lua.d/check_token.lua;

location / {
rewrite ~ /bp-module/ permanent;

}

location /login {
access_by lua_file $auth_lua;

}

location /logout {
access_by lua_file $auth_lua;

}

location /bp-module-api/ {
access_by lua_file $check_token;
proxy_pass http://bp-module-api:80;
}

location /bp-module-api/logout {
access_by lua file $check token;
proxy_pass http://bp-module-api:80;
}

location /bp-module-api/bp-module-api/oauth2/callback {
access_by lua_file $auth_lua;
proxy_pass http://bp-module-api:80;

}

location /favicon.ico {
proxy_pass http://bp-module-client:80;

}
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location /bp-module/ {
proxy_pass http://bp-module-client:80;

}

location /egis-bp-module/ {
proxy_pass http://egis-bp-module:80;

}

location /bp-module-loader/ {
# access_by lua_file $auth_lua;
proxy_pass http://loader:8080;

}

location /bp-module-gisapi/ {
access_by lua_file $auth_lua;
proxy_pass http://gisapi:8070;

}

location /geoserver/ {
# access_by_lua_file $auth_lua;
proxy_pass http://geoserver:8080;

}

location ~* ~/(carbon|console|myaccount) {
proxy_pass https://ws02is:9443,;
allow 192.168.0.0/23;
deny all;

}

location /t/ {
proxy_pass https://wso02is:9443;

}

location ~*
A(authenticationendpoint|logincontext|commonauth|accountrecoveryendpoint|oauth2|api|oidc|scim|iwa-
kerberos|samlisso|acs|samlartresolve) {

proxy_pass https://wso02is:9443,;

}
}

2.1.10. KoHdurypaumusa cneumnanmsmpoBaHHoro NMNO BP-MODULE

CneuunanunanposaHHoe [MMO BP-MODULE coctouT K3 HECKONbKUX CEPBUCOB
nepenaBaeMbix B popme 06pa3oB KOHTENHEPOB:

client — knneHTCckas YacTb npunoxeHus (dpann obpasa — client.tar)

gis-client — knMeHTCkasa YacTb NPUINOXEHUS ANsi OTOBpaxKeHus
KapTorpaduyeckon nHgopmaumm (dpann obpasa — gis-client.tar)

api — cepBepHas Yactb npunoxeHus (dpann obpasa — api.tar)

loader — cepBuMC akcnopTa 1 UMMNopTa NPOCTPAHCTBEHHbIX AaHHbIX
(dpann obpasa — loader.tar)

gisapi — cepBepHas YacTb NPUIOXEHNs1 kKapTorpadum
(dpann obpasa — gisapi.tar)
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CneuunanunsnposarHoe NMMO BP-MODULE passopaudnBaetcs B docker KOHTENHEPE
Ha cepBepe KoHTenmHepu3aumm BP-MODULE B COOTBETCTBUM HaACTpOMKamu,
npuBeLeHHbIMU B pasgene 2.1.2.

O6pasbl cepBucos client u gis-client He MerT HacTpanBaeMbIX KOH(PUIYPaLMOHHBIX
napameTpoB.

KoHdurypauusa obpasoB cepsucoB [MMO BP-MODULE ocyulectBnsetrca nytem
NPOBEPKMN U, B Crny4yae HeOOGXOAMMOCTWN, KOPPEKTUPOBKN KOHAUIYPaLMOHHLIX (hannos
docker compose (docker-compose.yml u .env.) B YacTu crnegyowmx napameTpoB:

MapameTpbl, HeOOXOANMbIE AN1A 3anycka obpasa cepBuca api:

. DATASOURCE_HOST — nmsa cepsepa b[j

. DATASOURCE_PORT - nopt B

. DATASOURCE_DB - nmsa B[]

« DATASOURCE_SCHEMA — cxema B B[]

. DATASOURCE_USER — nms nonb3osaTtens b

« DATASOURCE_PASSWORD - naponb nonb3oBatens b[]

. WSO02 URL - agpec cepBepa ngeHtudbunkaumm WSO2

« WSO2_ CLIENT_ID — ngeHtndgpukatop OAuth knneHta

« WSO2_ CLIENT_SECRET - naponb OAuth knueHTa

. LDAP_URL — agpec nogknioyeHusa kK cepepy ldap

. LDAP_BASE — 6a30BbIn agpec novcka B ldap

. LDAP_USERNAME — nonb3oBaTternb A5 NoAKM4YeHns K Idap

. LDAP_PASSWORD — naponb nonb3oBatens gnd nogknoyeHus K ldap
MapameTpsbl, Heobxoanmble ong 3anycka obpasa cepsuca loader:

« DATASOURCE_HOST — ums cepsepa b[]

« DATASOURCE_PORT - nopt B

. DATASOURCE_DB — umsa b[j

. DATASOURCE_SCHEMA — cxema npoCTpaHCTBEHHbIX AaHHbIX B B[]

. DATASOURCE_USER — umsa nonb3oBatens b[

. DATASOURCE_PASSWORD - naposnb nosnb3oBaTens b
MapameTpbl, Heobxoanmble Ans 3anycka obpasa cepsuca gisapi:

« DATASOURCE_HOST — ums cepsepa b[]

. DATASOURCE_PORT - nopt B[]

. DATASOURCE_DB - umsa b1

. DATASOURCE_SCHEMA — cxema NnpoCTpaHCTBEHHbIX AaHHbIX B B[]

. DATASOURCE_USER — nms nonb3oBaTtens b1

. DATASOURCE_PASSWORD - naponb nonb3osatens b/

« GEOSERVER_URL — agpec nogknioyeHns K reocepsepy

. GEOSERVER_USER — nonb3oBaTernb AN NOo4KMHOYEHUs K reocepBepy
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CopepxaHune KoHdurypaumoHHblix annoe docker compose npeacTaBreHO B
MpunoxeHwne 1.
2.1.11. KoHdurypauusa v 3anyck Nginx ana web-cepBepa

MpuknagHoe nporpammHoe obecneyeHne BP-MODULE wucnonb3yetr [fBa
ak3emnngapa Nginx. OguH mncnonb3yeTcs Kak NPOKCW cepBep ANA AOCTyna KO BCEM
cepBucaMm. BTopon wucnonb3yetcs AnNa  ayTeHTUMKaumm nonb3oBatenen npu
obpalleHun K cepBrcam crneumanmaMpoBaHHOro NporpaMMHoro obecnevyeHus.

lMporpammHoe obecnedeHne nginx yctaHaBnueaeTcs Ha Web-cepeepe BP-
MODULE.

ﬂ,J'IFI YCTaHOBKM nginx BbIMNOJTHUTE crieayrumne KoMmaHabl:

dnf install nginx-1.18.0-1.el7 nginx-mimetypes-2.1.48-4.el7 nginx-mod-http-xslt-
filter-1.18.0-1.el7 gperftools-libs-2.6.1-7.el7 nginx-all-modules-1.18.0-1.el7 nginx-mod-
http-image-filter-1.18.0-1.el7 nginx-mod-mail-1.18.0-1.el7 nginx-filesystem-1.18.0-1.el7
nginx-mod-http-perl-1.18.0-1.el7 nginx-mod-stream-1.18.0-1.el7

systemctl enable nginx

systemctl start nginx

HacTtonka nginx ocywecTBnsieTcs C NOMOLLbIO ABYX KOHUIypaUMOHHbIX dhanos:
« /etc/nginx/nginx.conf — oCHOBHOW (hansn koHdUrypauuu.

. /etc/nginx/conf.d/bpmodule.technocom.tech.conf —  gononHuTenbHbIn  hann
KOHpurypaumn.

Copepxunmoe danna nginx.conf:

user nginx;

worker_processes auto;
error_log /var/log/nginx/error.log;
pid /run/nginx.pid;

include /usr/share/nginx/modules/*.conf;

events {
worker_connections 1024;

}

http {
log_format main '$remote_addr - $remote_user [$time_local] "$request"’
‘$status $body bytes_sent "$http_referer" '
"$http_user_agent" "$http_x_forwarded_for";

access_log /var/log/nginx/access.log main;

sendfile on;
tcp_nopush on;
tcp_nodelay on;

keepalive_timeout 65;
types_hash_max_size 4096;

include /etc/nginx/mime.types;
default_type application/octet-stream;
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include /etc/nginx/conf.d/*.conf;

server {
listen 80;
listen [::]:80;
server_name _;
root {usr/share/nginx/html;|

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;

error_page 404 /404.html;
location = /40x.html {

}

error_page 500 502 503 504 /50x.html;
location = /50x.html {

}
}

}

Copepxnmoe canna bpmodule.technocom.tech.conf:

upstream mincifry-uslugi-openresty-bk {
server 192.168.55.139:443;
keepalive 100;

}

server {
listen 80;
server_name bpmodule.technocom.tech;
return 301
https://$server_name$request_uri; # peanpekT obbl4HbIX 3anNpocoB Ha https

}

server {
listen 443 ssl;
http2 on;
server_name bpmodule.technocom.tech;
proxy_read_timeout 25m;
proxy_send_timeout 25m;
proxy_buffer_size 64k;
proxy_buffers 4 64k;
proxy_busy buffers_size 64k;

client_max_body_size 2G;
large_client_header_buffers 4 64k;

ssl_certificate /etc/nginx/ssl/certificate.crt;
ssl_certificate_key /etc/nginx/ssl/private.key;
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access_log /var/log/nginx/bpmodule.technocom.tech-ssl-access.log;
error_log /var/log/nginx/bpmodule.technocom.tech-ssl-error.log;

proxy_redirect ~*https?:\W((.+\.)*\w+)(:\d+)?(V.*)$ https://$1$4;
proxy_set_header X-Real-IP $remote_addr;

proxy_set _header Host $http_host;

proxy_set_header X-Forwarded-Host $host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;

location / {
# rewrite ~ /bp-module/ permanent;
proxy_pass https://mincifry-uslugi-openresty-bk;

}

[oGaBbTe cepTudMKaT U NPMBATHbLIA KIOY ONS JOMEHa MNPUNOXEHUSA B KaTanor
letc/nginx/ssil:

/etc/nginx/ssl/certificate.crt

letc/nginx/ssl/private.key.
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NMPUNOXEHUE 1

CopepxaHune danna docker-compose.yml:

version: '3.7'
services:

redis:
image: ${IMAGE_REDIS}
container_name: redis
environment:
- ALLOW_EMPTY_PASSWORD=no
- REDIS_PASSWORD=${REDIS_PASSWORD}
- TZ=${TIME_ZONE}
expose:
- '6379'
volumes:
- redis-data:/bitnami/redis/data
networks:
bpmodule-network:
aliases:
- redis-service
restart: unless-stopped

openresty:

image: ${IMAGE_OPENRESTY}

container_name: openresty

ports:
- '80:80
-'443:443'

volumes:
- .Jopenresty/certs/ca-bundle.trust.crt:/etc/ssl/certs/ca-bundle.trust.crt
- .Jopenresty/conf/nginx.conf:/usr/local/openresty/nginx/conf/nginx.conf:ro
- .Jopenresty/conf/kpropi.conf:/etc/nginx/conf.d/kpropi.conf:ro
- .Jopenresty/logs:/usr/local/openresty/nginx/logs

environment:
- TZ=${TIME_ZONE}

networks:
bpmodule-network:

depends_on:
- redis

restart: unless-stopped

client:
container_name: client
image: ${IMAGE_CLIENT}
expose:
- "80"
networks:
bpmodule-network:
aliases:
- client-service
restart: unless-stopped
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gis-client:
container_name: gis-client
image: ${IMAGE_GIS_CLIENT}
expose:
-"80"
networks:
bpmodule-network:
aliases:
- gis-client-service
restart: unless-stopped

api:

container_name: api

image: ${IMAGE_API}

expose:
- "8080"

volumes:
- tmp/bpmodule:/mnt/tmp
- ./mnt/fs:/mnt/fs

user : "${UID}:${GID}"

environment:
- DATASOURCE_HOST=${DATASOURCE_HOST}
- DATASOURCE_PORT=${DATASOURCE_PORT}
- DATASOURCE_DB=${DATASOURCE_DB}
- DATASOURCE_SCHEMA=${DATASOURCE_SCHEMA}
- DATASOURCE_USER=${DATASOURCE_USER}
- DATASOURCE_PASSWORD=${DATASOURCE_PASSWORD}
- WSO2_URL=${SECURITY_IS_URL}
-WSO2_CLIENT_ID=${SECURITY_ID}
- WSO2_CLIENT_SECRET=${SECURITY_SECRET}
- LDAP_URL=${LDAP_URL}
- LDAP_BASE=${LDAP_BASE}
- LDAP_USERNAME=${LDAP_USERNAME}
- LDAP_PASSWORD=${LDAP_PASSWORD}
- LDAP_USER_DN=${LDAP_USER_DN}
- LDAP_GROUP_DN=${LDAP_GROUP_DN}
- TZ=${TIME_ZONE}

networks:
bpmodule-network:

aliases:
- api-service
restart: unless-stopped

loader:

container_name: loader
image: ${IMAGE_LOADER}
expose:

- "8080"
volumes:

- ./mnt/loader:/mnt
user : "${UID}:${GID}"
environment:
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- DATASOURCE_HOST=${DATASOURCE_HOST}
- DATASOURCE_PORT=${DATASOURCE_PORT}
- DATASOURCE_DB=${DATASOURCE_DB}
- DATASOURCE_SCHEMA=${DATASOURCE_SCHEMA}
- DATASOURCE_USER=${DATASOURCE_USER}
- DATASOURCE_PASSWORD=${DATASOURCE_PASSWORD}
- LOAD_PATH=${LOAD_PATH}
networks:
bpmodule-network:
aliases:
- loader-service
restart: unless-stopped

gisapi:
container_name: gisapi
image: ${IMAGE_GISAPI}
expose:
- "8098"
user : "${UID}:${GID}"
environment:
- DATASOURCE_HOST=${DATASOURCE_HOST}
- DATASOURCE_PORT=${DATASOURCE_PORT}
- DATASOURCE_DB=${DATASOURCE_DB}
- DATASOURCE_SCHEMA=${DATASOURCE_SCHEMA}
- DATASOURCE_USER=${DATASOURCE_USER}
- DATASOURCE_PASSWORD=${DATASOURCE_PASSWORD}
- GEOSERVER_URL=${GEOSERVER_URL}
- TZ=${TIME_ZONE}
networks:
bpmodule-network:
aliases:
- gisapi-service
restart: unless-stopped

volumes:
redis-data:
networks:
gisapi-network:
external: true

Copepxnmoe channa .env:

## Bepcun docker obpasos moaynemn

IMAGE_REDIS=redis:6.0
IMAGE_OPENRESTY=tkrepo.technocom.tech/technocom/openresty:latest
IMAGE_CLIENT= tkrepo.technocom.tech/bp-module:latest

IMAGE_API= tkrepo.technocom.tech/tis/bp-module-api:latest
IMAGE_GIS_CLIENT= tkrepo.technocom.tech/gis/bp-module:latest
IMAGE_LOADER= tkrepo.technocom.tech/gis/eservice-loader:latest
IMAGE_GISAPI= tkrepo.technocom.tech/gis/eservice-gisapi:latest

## MNapameTpbl nogknodeHus K B
DATASOURCE_HOST=example.local
DATASOURCE_PORT=10265
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DATASOURCE_DB=bpmodule
DATASOURCE_SCHEMA=bpmodule
DATASOURCE_USER=bpmodule
DATASOURCE_PASSWORD=ITAPOIJ1b

## MNapameTpbl cepBepa ngeHtndmkauumn WS02

#AOpec cepBepa naeHTUdunKaumm

SECURITY_IS_URL=https://bpmodule.technocom.tech

#OAuth Client Id

SECURITY_ID= NPOMNCATb ID OAUTH KITMHETA CEPBUC NMPOBAVOEPA WSO2

#OAuth Client Secret

SECURITY_SECRET= MPOMUCATb SECRET OAUTH KINMHETA CEPBWC NMPOBANOEPA WSO

## MNapameTpbl nogkntodeHns k LDAP kaTanory Active Directory
#AOpec nogknoyeHns k cepeepy ladp
LDAP_URL=Idap://dc1.example.local:389

#KaTtanor Ha4yMHasi c KOTOPOro NPOU3BOAUTCS MOUCK
LDAP_BASE=dc=example,dc=local

#lNonb3oBaTenb

LDAP_USERNAME= cn=bpmodule,ou=groups,ou=Service
Accounts,ou=Datacenter,dc=example,dc=local

#Maponb

LDAP_PASSWORD= MNPOMNCATb MAPOJIb CEPBUCHOWN YYETHOW 3AMNCK
#ms pasgena B KOTOPOM pacnosioXeHbl MONb30BaTENK
LDAP_USER_DN=

#/Msi pasgena B KOTOPOM PacnosfioXeHbl rpynmnbl
LDAP_GROUP_DN=

REDIS_PASSWORD= MNMPOIMNCATb MNAPOJ1b REDIS

#NapameTpbl onisa gisapi
GEOSERVER_URL=http://geoserver:8080/geoserver/
DATASOURCE_HOST: www.example.local

DATASOURCE_PORT: 5432

DATASOURCE_DB: bpmodule

DATASOURCE_SCHEMA: eservice_gis

DATASOURCE_USER: eservice_gis

DATASOURCE_PASSWORD:

#ld nonb3oBaTens nofg KOTOpPbIM 3anyckaeTcs NpoLecc B KOHTENHepe
UID=1000

#Id rpynna nonb3oBaTtens nof KOTOpbIM 3amnyckaeTcs NpoLecc B KOHTENHepe
GID=988

TIME_ZONE=Asia/Yekaterinburg




